IHAMSTKA .
JIJIS1 OBYYAIOIIUXCS Ob UH®OPMAIIMOHHOM BE3ONNACHOCTHU JETEX

1. Becem mojmpsim cooOmars CBOK 4YacTHYH uH(popMmamuio (HacTosmue ums, (HaMuiInio, TeIeqoH,
azipec, HOMep IIKOJIbI, a TaKke (GoTorpaduu CBOH, CBOCH CEMbU U Py3eii);

2. OTKpbIBaTh BIOXKEHHBIE (DaIIbl 3JIEKTPOHHOM MOYTHI, KOT/1a HE 3HACIIb OTIIPABHUTEIS,
3. I'pyOuts, mpuanpathbcs, OKa3bIBaTh JaBJICHHE — BECTH ceOsl HEBEKIIMBO U arpeCCHBHO;

4. He pacmnopspkaiics OeHbraMH TBOEH ceMbH 03 pa3pelleHusl CTapiiuxX - BCeraa CHpaliuBai
poauTenen;

5. He Bctpeuatics ¢ IHTepHET-3HAKOMBIMM B PEaJIbHOM KU3HU - IIOCOBETYHCS CO B3POCIBIM, KOTOPOMY
JOBEpsiCUIb.

OCTOPOXHO

1. He Bce mumyrt npaBay. Uuraems o cebe HempaBay B MHTepHere — coobmu 00 3TOM CBOMM
POIUTENSAM UM ONEKYHAM;

2. [Tpurnamiarot nepenrchBaThCs, UTPaTh, 0OMEHUBATHCS - IPOBEPH, HET JIU MOBOXA;
3. He3akoHHOe KonrpoBaHue ¢aiisioB B IHTepHETE - BOPOBCTBO;
4. Bcerna pacckasbiBail B3pOCIbIM O TPoOieMax B CETH - OHU BCET/1a IOMOTYT;

5. HUcnonb3yit HacTpoilku 0€30MacHOCTH M NPUBATHOCTH, YTOOBI HE MOTEPSATh CBOM AKKAyHTHI B
COLICETAX U JPYTUX MOpTalax.

MOXHO

1. YBaxaii pyrux nojib30BaTemeu;

2. [lonb3yeuibcst IHTEpHET-UCTOUHUKOM - JI€Iail CChUIKY Ha HETO;
3. OTKpBIBail TOJIBKO T€ CCHUIKH, B KOTOPBIX YBEPEH;

4. OOmarecs 3a MOMOIIBIO B3POCIBIM - POJUTENH, ONEKYHbl M aIMHHHMCTpaLUs CaiiTOB Bcerna
ITOMOTYT;

5. Ipoitnu oO6yuenue Ha caiite «CeTeBUYOK» M MOTYYH MACoOpT MUPPOBOTO IpakIaHNHA!

[Mucemo Munob6puayku Poccuu ot 14.05.2018 Ne 08-1184

O nanpaBieHUH HHPOpPMALIUU

© Martepuan u3 CrnpaBouyHoii cuctembl «O0pa3oBaHHE».

[MoapoGwuee: http://vip.1lobraz.ru/#/document/97/443572/po480/?of=copy-fabfc4bbf0
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NHOPOPMALIMOHHASA ITAMATKA U1 OBYYAIOLINXCSA

C KaxIpIM TOJOM MOJIOJEKU B HMHTEPHETE CTAaHOBHUTHCSA OOJIbIIE, a IIKOJIBHUKHA OJHM U3 CaMBbIX
AaKTHBHBIX IOJIb30BaTeneil PyHera. Mexay TeMmM, IOMHUMO OIPOMHOIO KOJMYECTBA BO3MOYKHOCTEH,
MHTEPHET HeceT U NMpo0iieMbl. DTa namsTKa JOJDKHA IOMOYb Tebe 0€30MacHO HaXOAUThCS B CETH.

KomMmiibtotepHbie BUPYCHI

KoMmmprloTepHslii  BUpyC - 3TO Ppa3HOBUJHOCTb KOMIIBIOTEPHBIX IIPOrpaMM, OTIMYMTEIbHOU
0COOEHHOCTBIO KOTOPOH SIBJII€TCSI COCOOHOCTh K Pa3sMHOXEHHIO. B JomonHeHne K 3TOMy, BUPYCHI
MOTYT TOBPEIUTh WIM TOJHOCTHIO YHMYTOXHTH BCe (ailibl W JaHHBIC, IOJKOHTPOJHHBIE
I10JIb30BATENI0, OT UMEHH KOTOPOro ObLiIa 3aIylleHa 3apak€HHasl IporpaMma, a TaKkKe MOBPEIUTh WU
Ja’ke YHUYTOXKUTH ONEPAMOHHYIO CUCTEMY CO BceMu (paiimamu B 1enoM. B OonbIIMHCTBE citydaeB
PacIpOCTPaHAIOTCA BUPYCHI UEPE3 UHTEPHET.

MGTOI[I)I 3al0UTHI OT BPCAOHOCHBIX ITPOrpaMm:

1. Wcnonb3yil COBpeMEHHBIE OMEPAIMOHHBIE CHCTEMBI, UMEIOIIHNE CEPHhE3HBIN YPOBEHb 3alIUTHI OT
BPEIOHOCHBIX IIPOTrPaMM;

2. IlocrosHHo ycraHaBnuBaii mautd (UUQPpPOBBIE  3aMJIaTKH, KOTOPHIE  aBTOMATHYECKH
YCTAHABIIMBAIOTCS C LIEJBI0 JIOPAOTKU IMpPOrpaMMbl) U Jpyrue OOHOBJIEHUS CBOEH oOIepalOHHON
cuctembl. CkaumBail X TOJBKO ¢ opuIUaNbHOro caita paspadborunka OC. Ecnu cymiecTByer pexum
aBTOMATUYECKOT0 OOHOBJIEHUS, BKIIOYH €T0;

3. Pa0otaii Ha CBOEM KOMIIBIOTEpE IO IpaBaMU MOJIb30BATENs, a HE aJIMHUHUCTpATOpa. JTO HE
IIO3BOJIUT 6OHI)HII/IHCTBY BPCAOHOCHBIX IIpOrpaMM HWHCTAJIMPOBATHECA Ha TBOCM IICPCOHAIBHOM
KOMITBIOTEPE;

4. Hcnonb3yil aHTHBHUPYCHBIE NPOTpaMMHBIE MPOAYKTHI HM3BECTHBIX MPOU3BOAMUTENEH, C
aBTOMaTHYECKUM OOHOBIIEHHEM 0a3;

5. Orpanuub pU3NUECKUI JOCTYN K KOMIBIOTEPY 7Sl TOCTOPOHHUX JIULL;

6. Mcnonb3yil BHELIHNE HOCUTENN MH(POPMALIMK, TaKue Kak (ienika, JTUCK wiu ¢aill U3 MHTepHeTa,
TOJIBKO U3 MPO(epeHHBIX HCTOUHUKOB;

7. He oTkpeIBail KOMIbIOTEPHBIE (aiiiibl, MOJy4YEHHbIE U3 HEHAAEKHBIX HCTOYHUKOB. Jlake Te (ailibl,
KOTOpBIE MpHCIall TBOW 3HaKOMBbIH. Jlydllle yTouHu y Hero, OTIPABIISI JIM OH TeOe UX.

Ceru WI-FI

Wi-Fi - 5T0 He BUI nepeayu JaHHBIX, HE TEXHOJOTHsI, a BCETO JUIIb Opena, Mapka. Emte B 1991 roay
HUJepiaHacKas Kommanus 3apeructpupoBaia Opern « WECA», uTo 0003HaAuUano CIOBOCOYETAHHE
«Wireless Fidelity», KoTOpsIif mepeBOIUTCS KaK «OeCIPOBOIHASI TOYHOCTH.

Jlo Hamlero BpeMeHHu Jouuia apyras abOpeBHaTypa, KOTOpas sBISETCA TaKOH ke TeXHoJIoruer. IT1o
ab6peBuatypa «Wi-Fi». Takoe Ha3zBaHue OBUIO JaHO ¢ HaMEKOM Ha CTaHIApT BBICHIMHA 3BYKOBOM
texHuku Hi-Fi, yTo B mepeBojie 03HaYaeT «BbICOKASI TOUHOCTb.

Jla, 6ecrutaTHBI MHTEPHET-A0CTYH B Kae, OTeNsAX U adpornopTax SBISETCS OTIUNIHOM BO3MOKHOCTHIO
BBIXOJIa B MHTEepHET. HO MHOTHE SKCIepThl CUUTAIOT, YTO obmienocTynHbie Wi-Fi ceTu He SBISIOTCS
0€e30IIaCHBIMU.



CogeTsl 10 Oe30macHOCTH paboTre B 00mIeA0CTymHbIX ceTsix Wi-fi:

1. He mepenaBaii cBoro nuuHyro nHpopmanuio depes odmenocrynasie Wi-Fi cetn. Paboras B Hux,
JKeJaTeJIbHO He BBOAMTH MAPOIIH JIOCTYIIA, IOTHHBI M KaKHE-TO HOMEPa;

2. Ucnonb3yit 1 OOHOBISN aHTUBUPYCHBIE MPOTpaMMbI U OpaHamayep. TeM cambIM Thl 00€30IaCHIlb
ce0s OT 3aKa4yKH BHpYCa HAa TBOE YCTPOICTBO;

3. Ilpu ucnonszoBannu Wi-Fi otkimroun ¢pynknmio «O0muii moctym K daitiam u npuHtepamy». JlanHas
(GYHKIUS 3aKphITa 10 YMOJTYaHUIO, OJJHAKO HEKOTOPHIC MOJIh30BATENIM aKTUBUPYIOT €€ I yao0cTBa
HCIIOJIb30BaHUsl B paboTe WK yueoe;

4. He ucnonp3yii nyonuuneridi WI-FI mis mepemaun JuYHBIX JaHHBIX, HallpuMep JJIA BBIXOAA B
COILIMAJIbHBIEC CETU WM B 3JIEKTPOHHYIO TIOUTY;

5. Unone3yé Tonpko 3amuiieHHoe coeaunenue depe3 HTTPS, a e HTTP, T.e. npu Habope BeO-
azpeca BBOJU UMEHHO «https://»;

6. B moOuimpHOM Tenmedone otkmounm (yHknuio «[logkmrouenne k Wi-Fi aBromatudeckm». He
JIOTMyCKal aBTOMaTUYECKOTO0 MOAKIIOUEeHUs ycTpoiicTBa K ceTsiM Wi-Fi 6e3 TBoero cornacusi.

CouuaiabHbIe CETH

ComnmasbHbIC CETH aKTUBHO BXOJST B HAITY )KM3Hb, MHOTHE JIFOJM paO0OTAIOT U KHUBYT TaM MOCTOSIHHO,
a B Facebook yxe 3apeructpupoBan MUJUTHAP]T YESIOBEK, YTO SIBJIISICTCS OTHOW CEIbMOM BCEX JKUTEICH
IUIaHEeThl. MHOTHE T0JIb30BaTEeNIM HE TOHUMAIOT, YTO MH(pOPMAIIHs, Pa3MEIeHHAs HMH B COIIMAIbHBIX
CeTsIX, MOKET OBITh HaiiIcHa U UCIOJIh30BaHA K€M yroJHO, B TOM YHCJIC HE 00s3aTeIbHO C OIaruMu
HaMEPEHUSIMH.

OcCHOBHBIE COBETHI 110 0€3011aCHOCTH B COLIMATIBHBIX CETAX:
1. Orpannys ciucok Apy3el. Y 1e0s B Ipy3bsiX HE JOJKHO ObITh CITy4ailHbIX M HE3HAKOMBIX JIFOZIEH;

2. 3amuinail cBoro 4acTHyIo kHu3Hb. He yka3piBail naposu, TenedoHsl, agpeca, AaTy TBOETO POXKICHUS
U IPYTYIO JIUYHYIO HHPOpMALNIO. 3MOYMBIIIJICHHUKH MOTYT UCIOJIb30BATh 1aXke HH(OPMAIIHIO O TOM,
KaK Thl 1 TBOU POAUTCIIN IIJIAHUPYCTEC ITPOBECTU KAHUKYJIbI;

3. 3ammiail cBOIO peryTanuio - JIepKHU €e B YHCTOTe U 33ajaBail cebe BOMpoc: XOTeN Obl Thl, YTOObI
JpyTye TMOoJib30BaTeNn BHUJIENH, UYTO Thl 3arpyxaemb? Ilogymail, mpexiae 4eM 4To-TO OnmyOIMKOBAaTh,
HAIlACATh U 3arPy3UTh;

4. Ecnu Tl TOBOPHILB C JIOJAbMH, KOTOPBIX HE 3HACIIb, HE UCIOJB3YH CBOE pEalbHOE UM U JPYTYIO
JUYHYI0 HH(GOPMAIIMU: UMSI, MECTO KUTEJIBCTBA, MECTO yueObl U IpoUee;

5. U36eraii pazmenienus: pororpaduit B IHTEpHETE, T/1€ THI M300pa)K€H HAa MECTHOCTHU, IO KOTOPOM
MOHO OIMPEAEIIUTh TBOE MECTOMOI0KEHHE;

6. IIpu peructpaiii B cCOManbHON CETH HEOOXOIMMO HCTIONIb30BaTh CJI0KHBIE MAPOJIU, COCTOSIIINE U3
OyKB U IU(p U ¢ KOTUUIECTBOM 3HAKOB HE MeHee §;

7. I[J'I}I COIIMAILHOM CCTHU, MMOYTHI U APYTUX caiToB HCO6XO,Z[I/IMO HCIIOJIB30BATh PA3HBIC ITAPOJIN. Tornma
eclii Te0s B3JIOMAKOT, TO 3JIOYMBINIJICHHUKH ITOJIY4YaT AOCTYII TOJIBKO K OJHOMY MCCTY, a HC BO BCC

cpasy.



DNEeKTPOHHBIE IEHbIU

DNEeKTPOHHBIE JIHBIM — 3TO OY€Hb YAOOHBIN CIIOCO0 IMiIaTeX e, 0JTHAKO CYIIECTBYIOT MOIICHHUKH,
KOTOPBIE XOTAT IOJIYYUThb 3TH JACHBIH.

BHGKTPOHHBIG JCHBI'M ITOSABUIINCH COBCEM HEAJABHO U KMCHHO HU3-3a 3TOI'O BO MHOI'MX IoCygapCTBax a0
CHUX IIOP HE NPONHCAHO IIPO HUX B 3aKOHAX.

B Poccun xe oHM (PyHKIMOHUPYIOT M O HHMX YK€ IPONUCAHO B 3aKOHE, TIe MX Pa3AeisioT Ha
HECKOJIbKO BHJIOB - aHOHMMHBIE M HE aHOHMMHbIC. Pa3HuIla B TOM, 4TO aHOHHUMHBIE - 3TO T€, B
KOTOPBIX pa3peliaeTcsl IpOBOAUTH Onepaluuu 0e3 UACHTU(DUKAIMY M0Ib30BaTeNsl, a B HEAHOHUMHBIX
UICHTH(UKAIIUY TTOTH30BATENS SIBISETCS 005M3aTEIHHOM.

Taxoke criemyeT paziauyaTh JIEKTPOHHBIE (HATHBIE ACHBIH (PaBHBI TOCYAAPCTBEHHBIM BaJIOTaM) U
ANEKTPOHHBIC HE(UATHBIE IEHBI'H (HE PaBHBI TOCYJaPCTBEHHBIM BAJIIOTaM).

OcHOBHbIE COBETHI 10 O€3011aCHOM paboTe ¢ 3JIEKTPOHHBIMU J€HbIaMHU:
1. [MpuBsKM K cueTy MOOWIBHBINA TeneoH. DTO caMblil YAOOHBIH U OBICTPBINA CrIOCO0 BOCCTAaHOBUTH
nocTyn K cuety. IlpuBsizanHblid TenedoH MOMOXKET, eciid 3a0yAellb CBOM IUIATeKHBbIH Hapoiib WU

3aiJIelIb Ha CANT C HE3HAKOMOI'0 YCTPOMCTBA;

2. WUcnonb3yit onHopa3oBbie mapoiu. [locie mepexoja Ha YCHICHHYIO aBTOPH3ALMIO TeOE yKe He
OyZeT yrpokaTh OMaCHOCTh KPa)Ku HIIM NIepexBaTa IIaTeKHOTO HapoJis;

3. Boibepu cioxHbii napois. [IpectynHukam OyaeT He MPOCTO yraJaTh CIOXKHBINA mapoib. HanexHbie
[apojy — 3TO MapoJid, KOTOPbIE COJEp’KaT HE MEHee § 3HAKOB M BKIIIOYAIOT B ce0sl CTPOUHBIE U
MPOMUCHBIE OYKBBI, MH(PPBI M HECKOJIbKO CHUMBOJIOB, TaKHe Kak 3HaK Jojuiapa, (QyHTa,
BOCKJIMIIATENIbHBIN 3HAK U T.1. Hanmpumep, StROng!;;

4. He BBOIM CBOM JTMYHBIEC JJAHHBIE HA CAUTAX, KOTOPHIM HE JIOBEPSECIIb.

DNeKTpOHHAas Mo4Ta

DNEeKTpOHHAs MOYTa — 3TO TEXHOJIOTHS U MPEAOCTABIISIEMbIE €10 YCIYTH O NEPECHUIKE U MOTYyUYECHUIO
3JIEKTPOHHBIX COOOIIEHUM, KOTOPBIE PACIPEEIOTCS B KOMITBIOTEPHOUM ceTH. OOBIYHO JIEKTPOHHBIN
MOYTOBBIN SINUK BBITTISAUT CIEAYIOIUM 00pa3oM: MUMs_MOJb30BaTeIsi(@uMs_JToMeHa. Takke Kpome
nepeaadu MpoCcToro TEKCTa, HMEETCSI BO3MOXKHOCTH TIEpeiaBaTh (aiiibl.

OcHOBHBIE COBETHI M0 Oe30macHoil paboTe ¢ 3IEKTPOHHOM MOUYTOM:

1. Hayo BbIOpaTh MpaBUIIbHBIN MOYTOBBIN CepBUC. B MHTEpHETE ecTh OrpOMHBIN BHIOOP OECIIaTHBIX
MTOYTOBBIX CEPBUCOB, OJJHAKO JIyYIlI€ JOBEPATH TEM, KOTO 3HACIb U KTO MEPBBIN B peUTHUHTE;

2. He yka3piBaii B JMYHOM mouTe JUYHYI0 uHPopManuto. Hampumep, nydme BbIOpaTh
«My3BIKaTIbHBIN _(panaT@» mim «pok2013» BMecTo «remal3d;

3. Hcnonp3yil ABYXOSTAllHYI0 aBTOPHU3ALMI0. JTO KOrJAa IMOMUMO Iapojisi HYKHO BBOJWTH KOZ,
IpucbUIaeMblil Mo SMS;

4. BeiOepu CIOXHBIH Tapoib. (s KaKIoro MOYTOBOTO SIIWKA JIOJDKEH OBITh CBOW HAJEKHBIH,
YCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Ecim ecTh BO3MOXKHOCTb HAllMCaTh CAaMOMY CBOM JIMYHBIN BOIIPOC, UCIIONIB3YH 3TY BO3MOXKHOCTB;



6. HMcnonb3yil HECKOIBKO IOYTOBBIX SIIUKOB. [lepBbI Ui 4acTHOM MNEpenucKu C aapecaTami,
KOTOPBIM ThI JOBEpPSACIIb. JTO AIEKTPOHHBIM aIpec HE HAN0 MCIOJIb30BaTh NPU PErMCTpalUM Ha
dbopymax u caiirax;

7. He oTkpsiBail ¢ailsibl 1 Ipyrue BIOXKEHUS B MUChMax Ja)Ke €CIM OHU IPUILIN OT TBOUX JPY3€H.
Jlydiie yTo4HM y HUX, OTHPABIISUIN JIM OHU Tebe 3TH (hailibl;

8. Ilociie okoHuaHUs paObOTHI HA TIOYTOBOM CEpPBHCE MEpe]] 3aKPHITUEM BKJIQJKH C CAaUTOM HE 3a0y/b
Ha)XaTh Ha «BeiATNY.

KubepOynauHr uim BUpTyalbHOE U3/1€BaTEIbCTBO

KubepOymnmuHr — mpecienoBaHue COOOIICHHUSMH, COJCPXKAIIUMHU  OCKOPOJICHUS, arpeccuro,
3allyTUBaHKE; XYJIMTAaHCTBO; COIHAIbHOE OOHKOTHPOBAaHHUE C MOMOINBIO PA3JIMYHBIX HHTEPHET-
CEpPBHUCOB.

OcHoBHbIE COBETHI 110 O0pbOE ¢ KHOEPOYITUHIOM:

1. He Opocaiicst B 60it. Jlydmmii crmoco0: mocoBeTOBaThCS Kak ce0s BECTH U, €CIIU HET TOTO, K KOMY
MOXKHO OOpaTHTBhCS, TO BHAYale YCIIOKOMTHCA. ECIM Thl HauHElIb OTBEYaTh OCKOPOJICHHSIMHU Ha
OCKOPOJICHUSI, TO TOJIBKO €111e 0OJIbIIE Pa30XIKelb KOH(IIUKT;

2. Ypasindii cBoeil kubeppernyTaiuei;

3. AHOHMMHOCTh B CETH MHHMAs. CYIIIGCTBYIOT CIIOCOOBI BBIKICHUTBH, KTO CTOHUT 3a aHOHUMHBIM
AKKayYHTOM;

4. He crouT BecTHM XyJIWTaHCKUI 00pa3 BHUpPTyadbHOM »u3HU. HTepHET Qukcupyer Bce TBOU
JeUCTBUS M COXpaHsAET UX. Y AaUTh UX OyAeT KpaiHe 3aTpyIHUTEIbHO;

5. CoGumrosiait cBOM BUPTYaJIbHYIO YECTh CMOJIOAY;

6. Urnopupyii enuHuuHbli HeraTuB. OJHOpPa30Bble OCKOPOUTEIbHBIE COOOMIECHHS JydIle
urHopupoBaTh. OObIUHO arpeccus MpeKpalaeTcsl Ha Ha4albHOM CTauH;

7. ban arpeccopa. B nmporpammax oOMeHa MTHOBEHHBIMU COOOIIEHHSIMU, B COLIMATBHBIX CETSIX €CTh
BO3MO>KHOCTb OJIOKUPOBKH OTHPAaBKH COOOLIECHU € ONpeeIEeHHBIX a/IpECOB;

8. Eciu Thl cBuzmerenb kubGepOyiumHra. TBow AeWCTBHS: BBICTYNHTh IPOTUB IpeCieoBaTes,
[I0Ka3aTb €My, 4YTO €ro ICHCTBUsA OLICHUBAIOTCS HETaTUBHO, MOJICP)KATh JKEPTBY, KOTOPOU HYXKHa
MICUXOJIOTHYECKast TOMOIIb, COOOIIUTH B3POCIBIM O (PaKTEe arpecCUBHOIO OBE/IEHUS B CETH.

MoOunbHBIN TenedoH

CoBpemeHHbIE cMapTHOHBI U IUIAHIIETHI COAEPKAT B ceOe BIIOTHE B3POCHbBIN (PYHKIIHOHAN, U TEepPh
OHU MOTYT KOHKYPHpPOBaTh CO CTAallMOHAPHBIMU KoMIbloTepaMu. OJHAKO, CPEJICTB 3alUTHI A
MOOOHBIX YCTPOUCTB TIOKA OYEHb Mallo. TecTUpOBaHKE U MOUCK YSA3BUMOCTEH B HUX MPOUCXOJIUT HE
TaK MHTEHCUBHO, Kak 171 [1K, To jxe camoe kacaeTcst 1 MOOMIIBbHBIX TTPHIIOKEHUH.

CoBpemeHHbIE MOOWIIbHBIE Opay3epbl y)K€ MPAKTUYECKU JOTHAJIU HACTOJIbHBIE aHaJOrH, OJHAKO
pacupenue GyHKIMOHAIA BI€YeT 32 COO0M OOJIBIIYIO CIOKHOCTh M MEHBIIYIO 3alUIIEHHOCTb.

Jlaneko He Bce MPOM3BOJUTENIM BBITYCKAIOT OOHOBJIEHUS, 3aKPbhIBAIOIINE KPUTHUECKUE YSI3BUMOCTH
JUIsL CBOMX YCTPOMCTB.



OcHOBHBIE COBETHI 17151 0€30IaCHOCTH MOOHMIIBHOTO TenedoHa:

1. Hudero He siBiisieTCs O-HACTOsAIIEMY OecruiaTHbIM. Byib ocTOpOkeH, Bep Korja Tebe npearator
OecraTHBI KOHTEHT, B HEM MOT'YT ObITh CKPBITHI KAKHE-TO TUIaTHBIE YCIYTH;

2. Jlymaii, mpexae yeM oTmpaButb SMS, ¢oro mmau Buaeo. Thl TOYHO 3Haellb, TI€ OHU OyAyT B
KOHEYHOM utore?

3. Heo0xo1umMo 0OHOBIISATH ONEPAlIMOHHYIO CUCTEMY TBOETro cMapTdoHa;
4. Ucnonb3yit aHTUBUPYCHBIE IPOrPAMMBI JJIsl MOOMIIBHBIX TeJIe()OHOB;

5. He 3arpysxaii mpuiIo>KeHUsI OT HEU3BECTHOTO UCTOYHUKA, BEIb OHU MOTYT COAEPIKATh BPEIOHOCHOE
porpaMMHOe oOecrieueHue;

6. Ilocie TOro Kak Thl BBIMICHIb C CaiiTa, I/ie BBOAWI JHYHYIO HH(POPMAIIMIO, 3al B HACTPOHKH
Opay3epa u ynamu cookies;

7. Ileppoandecku npoBepsd KakKe IJIaTHbIE YCIYTM aKTUBUPOBAHBI HA TBOEM HOMEDE;

8. MaBaii cBOH HOMEp MOOWJIBHOTO TeleoHA TOJBKO JIIOMSAM, KOTOPBIX Thl 3HACIIb U KOMY
JOBEPSICILb;

9. Bluetooth nomkeH ObITh BHIKIIOYEH, KOTJa Tl KM HE MOJIb3yenibcst. He 3a0biBaii MHOTIa IPOBEPATH
3TO.

Online urpsl

CoBpeMeHHbIE OHJIAWH-UTPHI - 3TO KPACOUHBIE, 3aXBaThIBAIOINE PA3BICUECHUS, O0BETUHSIIOIINE COTHU
THICSIY YeJIOBEK o0 BceMy Mupy. Urpoku uccienyroT JaHHBIH UM MHp, O0IIaloTcs ApYr € APYrom,
BBIMOJIHAIOT 33/aHUS, CPAXKAIOTCS ¢ MOHCTPaMH U TOJY4YarOT OMBIT. 3a YAOBOJBCTBHE OHU IUIATAT:
IMOKYIIAIOT JUCK, OIJIAYHMBAKOT a0OOHEMEHT HJIN HpI/IO6pCTaIOT KaKHue-TO OIIIIHM.

Bce atm cpeacTtBa uayT Ha MOAJEpKAHME M pa3BUTHE UIPHI, a TakXkKe Ha caMmy Oe30MacHOCTb:
COBCPUICHCTBYIOTCA CHUCTEMbI aBTOpH3allMH, BBIITYCKAOTCA HOBLIC IMAaT4YKU (HI/I(l)pOBBIG 3arjIaTKu 14

IIPOrpamMM), 3aKPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HO,[[O6HI>IX HUrpax CTOUT OIIaCaTbCA HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KPAXXU TBOCT'O MMapOJid,
Ha KOTOpPpOM OCHOBAaHa CUCTEMA aBTOpHU3aAlUA OONBIIMHCTBA urp.

OCHOBHBIE COBETHI IO O€30IaCHOCTH TBOETO HUIr'pOBOI'0 aKKayHTa:

1. Ecnu npyroii urpok BeaeT ceds II0Xo WIN co3/aeT TeOe HEMPUATHOCTH, 3a0JI0KUPYH €ro B CIIUCKE
UTPOKOB;

2. [Toxanyiicss aiIMUHUCTPATOPaM UIPhI Ha IUIOX0€ MOBEICHUE ITOTO UTPOKA, JKEJIATEIIbHO MPUIOKHUTH
KaKHe-TO JI0Ka3aTelIbCTBA B BUAE CKPUHOB;

3. He yka3piBaii TMYHYI0 HHPOPMALIUIO B podaiiie urpsl;
4. YBaxkail Ipyrux y4acTHHUKOB I10 UTPE;

5. He ycranaBnuBaii HeohuMaabHbIE TATYH U MOJIBI,



6. Micnionp3yi CII0’KHBIE U pa3HbIe apoJIy;

7. Jla’xe BO BpeMs UI'PbI HE CTOUT OTKJIFOYaTh aHTUBHUPYC. I10Ka ThI Urpaeiib, TBOM KOMIIBIOTEP MOTYT
3apa3uTh.

OUIIMHT WM KPaka JIMYHBIX JAHHBIX
OObIuHOM KpaskeH JIeHET U JIOKyMEHTOB CETO/IHS YK€ HUKOTO HE Y/UBHUIIIb, HO C PA3BUTHEM WHTEPHET-
TEXHOJIOTUH 3JI0yMBILIUIEHHUKH 1E€PEMECTHIINCh B MHTEPHET, U IPOI0JIKAIOT 3aHUMAThCS THOOMMBIM

JACIIOM.

Tak mosBuiIach, HOBas yrpo3sa: HMHTCPHCT-MOIICHHUYCCTBA WA (1)I/II_HI/IHI‘, riraBHass 0OCJIb KOTOPOTIO

COCTOUT B TIOJTYYCHUH KOH(DUICHIMAIBHBIX JaHHBIX IOJIb30BaTelieii — JIOTMHOB W mapoieil. Ha
aHrIuicKoM si3bike phishing uutaercst kak ¢ummHr (ot fishing — peiOHas nons, password —
apoJib).

OcHOBHBIE COBETHI 110 OOPBHOE ¢ PUITHHTOM:

1. CJICZ[I/I 3a CBOMM 4aKKayHTOM. Ecmu tH noao3peBaciib, 4YTO TBOS AHKCETA ObL1a B3JIOMaHa, TO
H606XOI[I/IMO 386J'IOKI/IpOBaTB cCu COO6H_[I/ITB AIMUHUCTpATOpaM pecypca 00 3TOM KaK MOKHO CKOpEC;

2. HCHOHLSYﬁ Oe30macHbIe Be6-caﬁTH, B TOM YHUCJIC, HHTCPHCT-MAIra3MHOB U IIOUCKOBBIX CUCTCM;

3. Ucnonb3yit crnoxHble W pa3Hble Mapoiau. Takum oOpasoM, eciu TeOs B3JIOMAOT, TO
3JI0YMBINIJICHHUKY TTOTyYaT JOCTYI TOJIBKO K OJJHOMY TBOEMY MPOQHITIO B CETH, a HE KO BCEM;

4. Ecnu Te6st B3OManu, T0 HEOOXOAMMO MPEIyNPEAUTh BCEX CBOMX 3HAKOMBIX, KOTOPbIE JOOABICHBI Y
T€0s1 B IPY3bsAX, O TOM, YTO T€OS B3JIOMAJIA M, BO3MOXKHO, OT TBOEr0 MMEHHU OY/IET pacChlIaThCs criam
Y CCBUIKU Ha (PUIIMHTOBbBIE CANUTHI;

5. YcranoBu HanexHbli naposs (PIN) Ha MoOUIbHBIH TenedoH;
6. OTKITI0YM cOXpaHEHHe Mapois B Opaysepe;

7. He oTkpbiBaii (ailsibl 1 Apyrue BIOXKEHHUS B MHUCbMax Ja)Ke €CIM OHU IPUIUIM OT TBOMX JpY3eH.
Jlydiie yToYHH y HUX, OTHPABIISUIN JIM OHU Tebe 3TH (haiibl.

[udposas penyrarus

[MudpoBas pemyrauus - 5TO HEraTMBHas WIM TO3UTUBHAs uHHpopMmanus B ceTH O Tebe.
Kommpomerupytomass uHpOpManus pa3MelieHHass B MHTEPHETE MOXET Cepbe3HbIM 00pa3oM
OTpa3UTbCs Ha TBOEH peanbHO ku3HM. «LludpoBas pemyramus» - 3TO TBOM HMMJK, KOTOPBIH
dbopmupyercst u3 nHpopMaluu o Tebe B UHTEPHETE.

TBoe MecTo KUTCIILCTBA, y‘-IC6LI, TBOC (I)I/IHaHCOBOC ITOJIOXKCHHUC, 0COOEHHOCTHU XapaKkTepa U pacCKa3bl
0 OJIM3KHX - BCE 9TO HAKAIJIMBAETCI B CETH.

MHorue noapoCTKH JIETKOMBICIEHHO OTHOCATCSA K MyOnHMKanuu JudHOM mHpopMmanuu B MHTepHeTe,
HE MOHMMAas BO3MOXKHBIX MociieAcTBUi. Thl Jake HE CMOKEIIb J0rajfaThest O TOM, 4To ¢ororpadus,
pa3MenieHHas 5 JIeT Ha3aj, cTana MPUYMHOM OTKa3a MPUHATH Te0s Ha padoTy.

KommMmenTapuu, pazmenienne TBoux Gororpaduil 1 apyrue AelcTBUS MOTYT HE UCUE3HYTh Jake Moclie
TOro, Kak Thl MX yJaJulib. Tbl HE 3Ha€llb, KTO COXPAaHWI 3Ty HMH(pOpMalMIO, NOoNaja JU OHAa B
MIOMCKOBBIE CHCTEMBI M COXPAHWJIACh JIU OHA, a TJIAaBHOE: YTO MOJYMAIOT O TeOe OKpYKarolee JIOAHU,



KOTOpBIE HAaWAYT W yBHIAT 3T0. HaifTu mMHpOpManuio MHOro JIeT CIyCcTs CMOXKET JI000# - Kak u3
JOOPBIX MOOYXACHUH, TAK U C HAMEPEHUEM NIPUUUHHUTD Bpell. DTO MOXKET ObITh KTO YTOJIHO.

OcHOBHBIE COBETHI 110 3aIIUTE HU(POBON PEIyTALINH:
1. [Tonymaii, npexJie 4ueM 4To-To MyOIMKOBaTh U IepeiaBaTh y ceds B OJ0re WK B COLIMATIBLHON CETH;

2. B mHacrpoiikax mpoduisi yCTaHOBM OrPaHUYCHHS HA TMPOCMOTP TBOETO NPOGUIS H €ro
COACPKUMOTO, CIEIal €ro TOJbKO IS IPy3ei»;

3. He pa3memail u He yka3biBail HH(GOpMALIHIO, KOTOPask MOXKET KOro-IM00 OCKOPOJIATh HIIM OOUXKATh.
ABTOpPCKOE ITPaBo

CoBpeMeHHBIE MIKOJLHUKH- aKTHBHBIC MOJIB30BATEN U(GPOBOTO mpocTtpancTBa. OMHAKO JalleKo He
BCE 3HAIOT, YTO MOJH30BaHUE MHOTUMHU BO3MOXKHOCTSIMH IIU(PPOBOTO MUpa TpeOyeT COONMIOACHHUS TPaB
Ha UHTEJVIEKTYalbHYI0 COOCTBEHHOCTD.

TepMuH «MHTEIIEKTyalbHass COOCTBEHHOCTb» OTHOCHTCS K PA3JIMYHBIM TBOPEHUSIM UYEIOBEYECKOTO
yMa, HayMHasg C HOBBIX M300peTEeHMH M 3HAKOB, 0003HAYAIOIUX COOCTBEHHOCTb Ha IMPOIYKTHl U
yCIyrd , W 3aKaHYMBasg KHUTaMu, (QotorpadusiMu, KUHOQWIBMAMH W  MY3bIKQJIbHBIMU
IIPOU3BEICHUAMM.

ABTOpCKHME MpaBa - 3TO MpaBa Ha HMHTEUICKTYaJIbHYI0 COOCTBEHHOCTh HAa IPOM3BEACHUS HayKH,
JUTEpaTypbl M MCKycCTBA. ABTOPCKHE IIpaBa BBICTYNAIOT B KauyecTBE TIapaHTUU TOro, 4YTO
MHTEJUIEKTYaJIbHBII/TBOPUECKUI TpyJ aBTOpa He OyJIeT HalpacHbIM, JacT €My CIIpaBe/IMBBIE
BO3MO>KHOCTH 3apaboTaTh Ha pe3yJibTaTaXx CBOEro TpyZa, MOJIYYUTh U3BECTHOCTh U Ipu3HaHue. Hukro
0e3 paspeleHHs aBTopa HE MOYKET BOCHPOHM3BOJIUTH €r0 MPOU3BEICHHE, PACIPOCTPAHATh, MYOIUYHO
J€MOHCTPUPOBaTh, IpOJaBaTh, HMMIIOPTUPOBAaTh, IIycKaTb B IPOKAaT, MYOJIMYHO HCIOJHSATH,
MIOKa3bIBaTh/UCIIONHATE B 3(hupe win pa3meniats B IHTepHeTe.

Hcnonn3oBanne «IIUPATCKOr0o» MporpaMMHOro 0o0ecCIeYeHUsI MOKET MPUBCCTH K MHOTHUM PUCKaM: OT
MOTCPU HAHHBIX K TBOUM dAKKayHTaM IO 6J'IOKI/IpOBKI/I TBOCTO YCTpOﬁCTBa, rac YCTaHOBHeHHBIﬁ HC
JICraJIbHadg IporpamMma. He crout Takxke 336BIBaTI), 4TO CYHECTBYCT JICTAJIBHBIC H OecIuiaTHEIC
IIporpamMmal, KOTOPLIC MOXKHO HalTH B CETH.

O noprane
CereBrU4OK.p(h - TBOI TIIaBHBI COBETYUK B CETH. 37€Ch Thl MOXKEIIh y3HATh O OE30MACHOCTH B CETU

IOHATHBIM W JOCTYIIHBIM S3BIKOM, a4 IIPH BO3HUKHOBCHHU KpHTquCKOﬁ CUTyalluu 06paTI/ITI)C$I 3a
COBETOM. A TaxKe IPUHATH YUIaCTHEC B KOHKYpPCaxX U CTaTb CAMbIM I_[I/I(I)pOBBIM Fpa)KI[aHI/IHOM!

ITucemo Munobpnayku Poccun ot 14.05.2018 Ne 08-1184 "O nanpaienun nHGpopmaruu"



